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Kernel Device drivers…
● are >70% of OS code base
● written by many contributors
● source of many kernel exploits and faults  
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Memory Bugs

Concurrency Bugs

Race ConditionsLogic Bugs 

Device Protocol Bugs

Device Protocol bugs have historically accounted for 38% of linux driver 
bugs!* (highest driver bug class)

*Ryzhyk2009
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Verified!

Abacus

● i.e., only performs operation (e.g. MMIO) valid for the 
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● Model device protocols and hardware-initiated state transitions using 
Abacus typestates.

● Minimal to no overheads in runtime and code size.

TypeStates DSL
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● Stable states can be modeled with 
out-of-the-box typestates.

● Transient states cause typestates 
to no longer accurately model hw.

Standard Typestates + restrict 
transient state operations

Abacus TypeStates
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1. Modified MMIO register struct

2. Wrap registers in typestate

3. Only define valid transitions 
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Outline

● Introducing device protocol violations

● How do we build drivers today?

● Our system - Abacus

● Using Abacus to prevent device protocol bugs

● Evaluation & Closing Thoughts



(Abacus) Implementation with TockOS and RedoxOS
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UARTE Temp. Radio USART RNG xHCI

(Q1) DSL annotation overhead?
(Q2) Binary size overhead?
(Q3) Runtime performance overhead (cycles)?
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IEEE802.15.4 radio provides HW features to allow for more 
efficient radio driver operation (e.g., hw shortcuts)
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Case Study – NRF52 IEEE802.15.4 Radio Driver
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Driver’s do not use all 
available HW shortcuts!

1. Integrate Abacus into Tock’s 15.4 driver.

2. Update Abacus DSL state machine to 
use all 4 transmit HW shortcuts.

3. Compiler identifies all invalid transitions.

Updated and working driver in ~2 hours!
50% decrease in driver interrupts; 8% runtime improvement

Abacus allows driver developers to easily use complex, hardware 
features that may otherwise be “too hard to get right”

(2/4) TX HW shortcuts



Abacus statically prevents device protocol 
violations using typestates.

Imposes minimal to no code size and runtime overheads.

25

Source code: https://github.com/abacus-rs/abacus-registers

Rust crate: https://crates.io/crates/abacus-registers

https://github.com/abacus-rs/abacus-registers
https://crates.io/crates/abacus-registers
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A TypeStated Queue

● Encode system properties into 
the type-system.

● Define valid operations as 
functions on respective type.

● Incorrect usages result in a 
compilation error!

(Using typestates to statically enforce a correct implementation for a queue of size 3)
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A TypeStated Queue

(Using typestates to statically enforce a correct 
implementation for a queue of size 3)

The UART transmits whenever queue is 
non-empty and pops entries once sent.

Recall from hw spec…

Out-of-the-box typestates cannot 
model this state transition!

A2


